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Most dangerous internal IT security
threats In international markets

e Data theft

e Malevolent staff and hackers activity (data
damage/loss)

e Incorrect actions of novice users

These are 80% of threats



Factors which cause internal and
external threats growth

e Price of information growth

e Insiders act inside perimeter of physical and
electronic protection

e Specially made to order spyware developed for
targeted attacks

e Low company loyalty of employees at emergency
markets (Asia, Middle East, etc.)

e People do not like limitations forced by security
officers

e Growth of legal and reputation risks



Benefits of behavior control
technology

e If you control operations of other software
you control computer system of the company

e There are only few methods of making
damage to computer and millions of their
implementations

e People work though software, if you control
software you control people (hackers,
iInsiders, etc.)



Safe’n’Sec® products provide
companies’ networks protection from
external and internal attacks

e Attacks with mass malicious codes usage
e Information theft
e Specialized malware and intrusion methods usage

Blocking the majority of potentially dangerous
actions Safe’n’Sec solutions efficiently
supplement already installed antiviruses and
firewalls



Main Safe’n’Sec abilities
-

To block actions that can be dangerous no matter of
the action source

To determine abnormal activities of hundreds of
popular application (for example Internet Explorer)

To control access of applications to files and
operations with them

To create corporate specific behavior control rules
by special editor

To hide files with important data from unknown
applications



Safe’n’Sec Business - best solution for
security of your business!

Safe’n’Sec Business allows:
Remote installation and versions updating
Getting reports from users workstations

Starting system administrator console from any
workstation

e Configurations’ group setting execution

www.safensoft.com



Safe’'n'Sec Enterprise — easily
administrated protection of large

enterﬁrises networks!

Service centers provide:

Remote installation and setting of client modules installed on
network workstations

Automatic client modules updating via Internet

General settings and tasks for groups of workstations
Extended user rights management including
customized rules for data access and modifications
(limitation of access to drives and folders)

Extended group policies’ setting including notebooks

www.safensoft.com



Safe’n’Sec Timing — monitoring of
access to confidential information

Software usage control
Logging of file operations

Option of automatically making screenshots under
critical events

Databases support for storage of confidential data
management history

|s able to monitor any set of corporate software

www.safensoft.com



Advantages of Safe’n’Sec corporate
solutions

Close to 100% efficiency of protection from known
as well as newly appearing threats

Control of confidential data access

User activity control in corporate network in case of
confidential information access

Minimum system resources consumption (no more
than 2% without AV kernel)

Ability to control users behavior according to security
policies

Low cost of ownership
www.safensoft.com



Detailed info about Safe’n’Sec
software at www.safensoft.com

THANK YOU



Safe’n’Sec - it’s all about technology!

Safe’n’Sec is based on technology of interception and

intellectual analysis of all system calls at the
operation system level
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